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ABSTRACT
Research involving public displays often faces the need to study
the effects of a deployment in the wild. While many organizations
have institutionalized processes for ensuring ethical compliance of
such human subject experiments, these may fail to stimulate
sufficient awareness for ethical issues among all project members.
Some organizations even require such assessments only for
medical research, leaving computer scientists without any
incentive to consider and reflect on their study design and data
collection practices. Faced with similar problems in the context of
the EU-funded PD-Net project, we have implemented a step-bystep ethics process that aims at providing structured yet lightweight guidance to all project members, both stimulating the
design of ethical user studies, as well as providing continuous
documentation. This paper describes our process and reports on 3
years of experience using it. All materials are publicly available
and we hope that other projects in the area of public displays, and
beyond, will adopt them to suit their particular needs.

Categories and Subject Descriptors
K.4.1 [Computers and Society]: Public Policy IssuesEthics,
Privacy; H5.2 [Information Interfaces and Presentation]: User
InterfacesEvaluation/methodology; K6.1 [Management of
Computing and Information Systems]: Project and People
ManagementManagement techniques; K7.4 [The Computing
Profession]: Professional EthicsCodes of good practice;

General Terms
Documentation; Experimentation; Legal Aspects; Management

Keywords
Data protection; Ethical awareness; Human subject experiments;
In-the-wild studies; Public displays

1. INTRODUCTION
Research in many aspects of mobile and ubiquitous computing is
increasingly multi-disciplinary, multi-site and involves
ethnographic observations and numerous user studies. Pervasive
display research is perhaps the canonical example: project teams
often consist of computer scientists, designers, architects and
social scientists and experiments tend to include both lab-based
studies and extensive field work [1]. Of course, these
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characteristics don’t just relate to pervasive display research –
many areas such as usable security, smart homes, behavior change
applications and citizen science share common traits.
One of the significant challenges in conducting this type of
research is in gaining appropriate ethical approval. For some,
ethics is at the very heart of their discipline [2][3] – for others it
has become an administrative hoop that one has jump through [4].
The situation also varies significantly by country: in the US and
the UK for example there are well established ethics procedures
for human subject research and institutional review boards (IRBs)
providing a well-defined process and oversight. These procedures
typically require researchers to submit detailed descriptions of
planned studies before permission to conduct the experiment is
granted. However, not all institutions have such procedures –
especially in many parts of Europe where gaining ethical approval
is often not required unless the research is in the medical domain.
A formal ethics process involving IRB review also suffers from a
shortcoming in that it is typically only conducted once at the start
of the project. This raises two significant challenges. Firstly, in
computer science driven projects the focus often changes during
the course of the research due to the availability of new
technologies. More critically, the IRB process often involves just
the PIs of projects as the students and researchers are not in place
at the outset. Finally, we note that it is also the case that ethical
approval is just one consideration in experimental design. In
particular, additional approval may be required for data storage
and data retention in order to comply with data protection
legislation and privacy regulations.
As part of the PD-Net pervasive display project [5] the authors, all
PIs at their respective institutions, have had to face these problems
of experimental design and ethical compliance. We have created a
project-wide ethical approval process in order to better address
ethics issues throughout the project lifetime. This process does not
replace existing local ethics procedures – rather it looks to
introduce a framework that supplements these in the context of the
project and involves all project participants. The approach
described in this paper has been successfully applied and extended
by different researchers over the last three years. In addition to the
ethical dimension, the process introduced has (subjectively)
strengthened the reflection of researchers on the research
questions before and during the design and execution of studies.
This paper describes the design principles, the process, and our
experiences of creating and using this framework. We hope that
the framework is useful to others pursuing research in the area of
pervasive displays and, more generally, in the areas of mobile and
ubiquitous computing. The detailed process description and the
related documentation are published and available to other
researchers (cf. section 6).
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Given the dangeer that one simp
ply “goes throug
gh the motions” if
eethics is seen as merely an admiinistrative hurdlee on one’s way to
aan exciting study
y, we wanted to make sure that its use within th
he
pproject involved
d only minimal overhead yet both helped creaate
aawareness and en
nsured the proper treatment of subjects and theeir
ppersonal informaation. As public display research
h often employss a
w
wide range of ev
valuation metho
ods [6], the ethics process shou
uld
ssupport existing methods
m
and be extensible for new ones.

From tthe ethical workkflow point of vview, the projecct is divided
into 3 pphases: the prepparatory phase, the research phaase, and the
closingg phase (cf. Figurre 1).

O
Our process was thus modeled arround the follow
wing requirementts:
- Low barrierr to entry: teaam members without
w
any priior
exposure to the
t topic should be able to quick
kly learn the bassic
motivation behind
b
the proceess and its signiificance in humaan
subject reseaarch. We wanted
d team members to be able to staart
implementing
g the process right away, without
w
reading a
textbook; yett arrive at a thoro
ough understand
ding of the issuess.
- Easy to app
ply, scalable in use: to keep th
he overhead low
w,
simple studiees should be siimple to process, while compleex
ones may reequire more efffort. Team mem
mbers should on
nly
need to look
k at those parts of
o the process th
hat are relevant to
their particular setting.
- Adaptable to
o different legal and institutional requirements: as
project mem
mbers were from different institu
utions in differeent
countries, thee respective back
kgrounds should
d be able to fit in
nto
the process.
- Adaptable to
o different types of
o studies and practices: the sam
me
process shou
uld work for a range of study
y types, includin
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psychologicaal experiments, in-the-wild
i
stud
dies, focus group
ps,
and walk-up interviews.
- Process reusse: given the larrge number of en
nvisioned studiees,
the process should
s
not becom
me repetitive – repeating
r
a certaain
type of stud
dy should involv
ve only minimaal efforts, while a
new study design should req
quire more activ
ve consideration
ns.
Team memb
bers should bee able to builld on previoussly
conducted stu
udies and their respective
r
docum
mentation to speeed
up subsequen
nt studies, also across
a
sites.
- Value beyon
nd ethics: the prrocess should support
s
secondaary
purposes, succh as documenttation or offering
g practical advice
for dealing with
w
human sub
bject studies an
nd collected datta.
Team members should be prompted
p
to refleect on their stud
dy
beyond ethiccal questions in order to help sh
harpen the overaall
research quesstion
T
To address thesee requirements we
w created a pro
ocess that consissts
oof the following components:
1.
2.
3.
4.

An in
ndependent ethiical advisory board
b
(EAB) to
providee external input to the project.
Base documentation
d
he
describing the process and th
basic background
b
and motivation.
m
A set of
o study processs templates (SPT
T) that are createed
“on-demand”, i.e., wh
henever a new type of study is
planned, and then sent to EAB memberrs for comment.
Ethicall worksheets that are filled in for every stud
dy,
citing the
t governing prrocess template and
a describing th
he
study, its ethical im
mplications, an
nd the concreete
measurres taken to mitigate them in dettail.

T
The next section will describee our process in detail. We are
a
m
making the proccess materials av
vailable to the community – see
ssection 6 for morre information.

1. D
During the prepaaratory phase, the project parttners jointly
fo
form an “Ethics Advisory Boarrd” (EAB). Advvisory board
m
members (typicaally one per partnner) are ethics eexperts from
e ach of the parttners, e.g., mem
mbers of the organization’s
leegal team or institutional reeview board, oor the data
pprotection officeer. EAB membeers are asked tto review a
sm
mall number off process docum
ments (see below
w) over the
c ourse of the projject.
During the reseearch phase, prroject members follow the
2. D
etthics process ddescribed below
w for each hum
man subject
sttudy that is plaanned. Initially, novel studies will require
fe
feedback from thhe EAB, but as tthe project progrresses, EAB
innput will be lesss and less frequennt.
3. Inn the closing pphase of the prooject, i.e., after the project
fu
funding ends, daata deletion com
mmitments must be enforced
an
and a final data pprocessing reportt submitted to thhe EAB.
Prepa ratory
Phasee
• Form EAB
• Prepare Team
Member
Materials

Research Phase
• Perform
Ethics Processs
for each Studyy

Closing Phase
• Hono
or Data
Delettion
• Subm
mit EAB
Report

Figure 1: Th
hree Phases of th
he Ethics Proceess

3.1 P
Preparatoryy Phase
Duringg the preparatoory phase, the project PIs pprepare the
backgroound documenttation, i.e., thee process descrription (see
sectionn 3.2), an introduuctory documennt (“ethics primeer”), as well
as any study process templates/SPTs (see below) thhat they can
readily identify as beinng applicable too the human subbject studies
foreseeen in project. Thhe initial documeentation is helpfful to recruit
EAB m
members prior too the project start, and should thus be the
very firrst step.
The rolle of the EAB is to provide exxternal ethical ooversight. In
places w
with an existingg institutional revview board (IRB
B), this looks
like a rredundant structture. However, in our experiennce, IRBs at
many E
European Univerrsities only focuus on medical/pssychological
researcch, if they exist at all. Institutionns with an IRB should thus
recruit an EAB meember from thheir existing IIRB, while
organizzations without aan IRB should sseek a local expeert in ethical
issues, e.g., from the leegal team, a leggal/philosophicall/theological
faculty , or the data prrotection office (a mandatory poost in many
Europeean organizationns). Recruitmeent should point out the
relativeely low numberr of exchanges nneeded during tthe research
phase – we found thhat no more thhan half a dozzen explicit
interacttions were needded. Sample invvitation letters aare available
on our Website (see section 6). Note that no direct ccoordination
among EAB members is needed (thouugh this is possibble and adds
value to the membbers) – instead, each EAB
B member
indepenndently providess feedback to thee planned studies.
The doocumentation thaat we used in thee context of our own project
are avaailable as “seed ddocuments” (secction 6) and shouuld be easily
approprriated by other projects by filliing in the approopriate data.
Samplee pages are also shown in the apppendix.
The preeparatory phase concludes with the start of the pproject.

33.2 Researcch Phase
T
The research phaase will see repeeated application
n of the core stud
dy
aapproval processs, as described below.
b
At the heart of this proceess
aare the so-called Study Process Templates
T
(SPT)). These templattes
ddescribe a particcular type of study (e.g., lab experiment, fieeld
oobservation), or a particular prrocedural or technical challeng
ge
(e.g., secure storrage, informed consent). Each concrete study is
m
mapped onto onee or more of thosse templates, allowing researcheers
too quickly identiify the challeng
ges of a particullar study type, as
w
well as using th
he template to follow
f
proper prrocedures. Ethiccal
ffeedback from EAB
E
members is per templatee, rather than per
p
sstudy. This not only
o
lowers efforrt on behalf of th
he EAB memberrs,
bbut also streamlin
nes procedural overhead
o
of the entire
e
process.
T
The full set of steps described
d below (i.e., 1-5)
1
is thus on
nly
pperformed for no
ovel studies for which no SPT exists
e
yet. Oncee a
pparticular study has been performed, subsequeent similar studiies
aacross all membeer sites only requ
uire the very first step, i.e., fillin
ng
oout a detailed wo
orksheet describ
bing the actual in
nstance of a stud
dy
tyype. Similarly, the process is easily extendable and allows for
f
ccross-project reeuse. The worksheets
w
dou
uble as projeect
ddocumentation, process
p
guidancee, and as an educcational tool.
F
Figure 2 shows the core elemen
nts of the proceess, and how theey
innteract during th
he preparation off a study. The fiv
ve steps are:
1. Fill out Eth
hical Worksheet prior to planned
d study
a. Prepare Consent Forrm if needed (seee “Consent” SPT
T)
2. If needed,, seek local ap
pproval from local
l
Institution
nal
Review Bo
oard (IRB) and reegulatory bodiess
a. If IRB
I
assessmen
nt required, prrepare necessaary
docu
uments and subm
mit
b. If reegulatory appro
oval required, prepare
p
necessaary
docu
uments and subm
mit
c. Incorrporate any feed
dback, resubmit if
i necessary
3. Identify ty
ype of research and consult set of appropriaate
Study Proccess Templates (SPT)
a. If no
o SPT matches, create new SPT
T for this class of
reseaarch and subm
mit to project Ethical Adviso
ory
Boarrd (EAB) prior to
o planned beginn
ning of study
i. Incorporate an
ny feedback from
m EAB, resubm
mit
to EAB if neceessary
ii. Complete Ethical Worksheet with results fro
om
EAB, IRB, reg
gulatory assessm
ments
4. If new IRB
B approval and/o
or EAB assessmeent, submit resullts
to project Coordinator
C
prio
or to planned beg
gin of study
5. Proceed with
w the planned
d study only if all relevant SPT
Ts
have been approved by thee EAB and all lo
ocal IRB issues (if
(
applicable)) have been addrressed.

mplates ensures not only uniforrmity across
The us e of process tem
all prooject partners aand studies, buut also that review board
membeers will be able to give detailedd and meaningfuul feedback,
as this greatly reduces the number of rrequests made to the board.
Note thhat EAB membbers need to havve access to all worksheets
and tem
mplates at any tim
me.
All exissting documentaation is publicly available (cf. seection 6). So
far, we have created thee following docuuments and tempplates:
- Bacckground “Legaal Analysis”: T
This summarizees the legal
situuation with resspect to data pprotection in eeach of the
parrtners’ countries.. We envision thhis document to be extended
in a Wiki-style m
manner, allowingg other researchhers to add
formation for othher countries as nneeded. It also hholds contact
info
info
formation of legaal representatives/IRB members at each site.
- Bacckground “Ethiccs Primer”: Thiis document sum
mmarizes the
corre ethical principples, its history and motivationn, as well as
the overall processs. It is intended as a primer for all new
prooject members, aas well as servingg as a process haandbook.
- Tem
mplate “Secure Storage”: This practical guide summarizes
ourr experiences with implemennting secure sstorage and
proocessing of ssensitive projeect data (i.e.., personal
info
formation). It coontains informattion about encryyption tools
(e.gg., TrueCrypt, EncFS) as welll as general data security
proocedures (e.g., psseudonymizationn, secure deletioon).
- Tem
mplate “Informeed Consent”: Thhis practical guidde describes
the background of requiring infoormed consent from study
subbjects and outlinnes the proper prrocedures for obbtaining it in
diff
fferent circumsttances (e.g., laab experiment vs walk-up
inteerviews). It is in turn referennced in most off our study
proocess templates aas the basis for hhuman subject sttudies.
- Tem
mplate “Interviiews & Surveyss”: This proceess template
desscribes the proccedures we useed to perform aany type of
inteerview or surveey. It discussess data collectioon strategies
(e.gg., recording vss notes), data storage, and quuestionnaire
dessign (from ethicaal/data protectionn point of view).
- Tem
mplate “Public Trials”: This process templatte describes
ourr approach too in-the-wild studies, wheree obtaining
inddividual consentt from passers-bby is often not possible. It
setss out limits on w
what kind of daata should be reccorded (e.g.,
usinng cameras) andd how such A/V
V recordings willl need to be
perrformed if needeed. It also pointts out how notee taking can
ofteen be an adequatte substitute for blanket video reecordings.
- Tem
mplate “Volunteeer Studies”: T
This applies to lab experimennts that recruit hhealthy adult voolunteers, focusiing on study
inteerruption, particiipant stress, andd recording issues.
- Forrm “Ethical W
Worksheet”: Thee Ethical Workssheet is the
maain entry point into each plannned study. It rrequires the
dettailed documentaation and rationnalization of thee study, and
expplicitly links to oone or more stuudy process tempplates. If no
adeequate SPT existts, it prompts thhe creation of a nnew process
doccument that will need subsequennt feedback from
m the EAB.
- Forrm “Informed C
Consent”: Projecct partners share a collection
of informed conseent forms that can be easily adapted to
varrious study desiggns.
At the outset of the prroject, all docum
ments are providded to EAB
membeers for commennt. As new SPTs are created during the
project lifetime, only th
these will need tto be reviewed bby the EAB,
which significantly l owers the oveerhead for EAB
B members
withoutt hindering theirr involvement inn the process.

Figure 2: Study Approv
val and Feedbacck Process

The usee of SPTs makees the process booth lightweight aand flexible:
project--specific changees can be made at any time in the process,
e.g., fuurther studies, nnew types of devvices, new mechanisms for

data collection, or new analysis methods. At the same time, the
process is open and extendable: worksheets and forms can be
added and modified, in order to fit the needs of a particular project
or project partner (e.g., made more detailed in order to fit an
institutional or national requirements).

3.3 Closing Phase
Each ethical worksheet contains a final section detailing the
collected data’s lifetime. By default, collected personal data must
be deleted within 3 months after the end of the project, though the
worksheet also allowed for shorter periods of storage. By
explicitly linking data storage to security efforts, the process helps
illustrate the cost of keeping unneeded personal information
around, and encourages a frugal use of such data. For data to be
stored beyond the project’s lifetime, researchers would need to
detail the exact anonymization procedure in place for removing
personally identifiable information. Finally, a summative report
on the studies undertaken, the data deleted and anonymized, and
the process templates developed, will be submitted to the EAB
after the end of the project.

4. CASE STUDY
Within the PD-Net project we applied the process described for all
our experiments involving human subjects. The responsibility for
following the process, preparing the documents (and if required
extending the framework) ultimately resided with the principal
investigator for each institution. In practice, individual researchers
and research students participated in the process and benefitted
from this engagement. Prior to conducting any studies, project
members were required to read the ethics primer (we found this
took approximately 30 minutes), and were encouraged to discuss
the document with their fellow researchers.
One of the first examples where the process was used was a set of
observational studies and interviews with the skater community in
Lugano to understand how they might appropriate a situated
public display. The study title was “Uncovering Lugano Skater
Community Values and Practices”. The worksheet included a 50
word description of the study: “The main goal of this study is to
uncover current values, beliefs, and practices of the skater
community in Lugano. This also entails mapping macro- and
micro-communities, as well as their interconnections within and
without their community hub. This information should be solicited
through online surveys, observations, and in-depth interviews.”
Additionally the goals for the study were described: “The outcome
of this study should be a qualitative description of the values and
beliefs shared within Lugano skater community. The study will
also look into how technologies are used by community members
to express those values and believes, as well as how they are used
for communication and coordination.” These summaries not only
served to frame the ethical discussion, but also helped researchers
to better frame and articulate their planned study.
The worksheet also asked for a list of research methods the
researchers planned to use. In the case of the skater study, the
researchers stated: “Online as well as offline surveys, Walk-up
interviews, In-depth interviews, and Observations”. Each of these
methods was then explicitly linked to an existing process template
(cf. section 3.2). In case a particular method had been identified
for which no process template yet existed, a new template would
have needed to be created and discussed with the EAB members.
Finally, all the researchers involved in the study were named, the
appropriateness of the methods was argued the data to be
collected and the approach to data storage and data retention was
specified. The worksheet also contained a brief discussion of
risks: “Participants could be identified in the observational

pictures. Participant’s motives for joining the community could be
traced back to them as in-depth interviews will be recording
voice.” and the precautions taken: “No names are recorded
electronically – we use only random identifiers […] Pictures and
voice recordings will be stored in encrypted files […] with limited
access.” The “Guide to secure storage” process template was
referenced in order to understand the best way to implement the
outlined precautions. As described in section 3.3, data deletion
was explicitly planned.
We found that completing the forms took a relatively short period
of time and that this “overhead” resulted in researchers being
better prepared for the experiment. By actively engaging with a
project-wide ethics process team members took ownership of the
issues in doing ethical research.

5. DISCUSSION
In this section we provide a short discussion on our experiences of
applying the process in the context of the PD-Net project for
experiments by both staff and students. Overall we gained
experience with this process in over two dozen different studies.

5.1 Ethics process buy-in
Following a defined process that ensures ethical conduct is widely
accepted in the research community and considered good practice.
No researcher would question the necessity of such an approach
and there is general agreement that it is essential in research to
prevent unethical studies from being conducted. When preparing a
study or running an experiment the additional (administrative)
overhead of a formal ethics approval process is often seen as a
burden by the individual researchers. However, it is important to
note that the absence of an approval process or where the
procedure is not required by local legislation can also be a burden
for the researchers as they carry the full responsibility for a trial
without receiving feedback. Hence, we found that researchers
perceived value in the process even when they were not required
by their own institution to gain ethics approval. We strongly argue
that an ethics process should be in place for user research as there
is a clear value for society as well as for the individual researcher.

5.2 International applicability
The requirements for conducting human subject studies, observing
users, or experimenting with interactive artifacts differ
significantly between countries. We experienced these differences
first hand in PD-Net, which drove the design and improvements
of the approach described in this paper. The process was
deliberately designed to have a modular educational element that
only requires researchers to learn what is required in the context
of the studies to be conducted. In addition, by adopting a modular
approach we were able to ensure that the ethics process complied
with the four national requirements the project partners were
operating under, without duplication of effort. If a particular
national law or university rule would require a certain step or
specific procedures, the a process step in our approach could
easily be replaced or adapted, without creating additional effort.

5.3 Value of modularity and openness
Once the core of the process was defined and the documents
created, it become fairly easy to extend the approach to new study
types. Our experience showed that researchers could easily extend
the process to a new type of study after having used one of the
existing templates. The ethics primer was designed as being
universal and we did not encounter any cases where it was not
applicable – though we note that our work has been mostly
conducted within a fairly limited domain.

For the creation of a new template researchers usually took an
existing template as example and created a new one based on this.
The effort for this was less than a few days and typically led to an
in-depth reflection of the new question or study type. While
creating the template was triggered by the requirement of the
ethics process, the reflection had a positive effect on the study
design and even more generally on the empirical approach taken.
In a second step the worksheet was reviewed to determine if
questions were missing or not applicable. By having the means to
extend the process, all project members became more involved in
the approach, reflected better on experiments and observations,
and gained ownership of the process, ultimately also providing
materials for other to use in similar studies.

5.4 Value of a detailed worksheet
Before conducting any observation, study, or experiment, an
ethics worksheet had to be completed. Initially this was seen as an
extra burden as it typically required 1-3 hours to answer the
questions in the worksheet. Over the course of the project, as the
researchers became more accustomed to the process, they
appreciated this step. The comprehensive formulation of the
experiment or study, the clear articulation of the research
question, and the reflection on participant selection and potential
outcome turned out to be a useful resource in the paper writing
process after the study was completed. Team members
acknowledged that by being forced to be very specific about the
research questions involved they re-thought the experiment and
sharpened their research questions.

5.5 Limitations
The process we describe and implemented in PD-Net does not
attempt to capture or discuss the societal implications of the
research. While this is an important aspect of any scientific
endeavor [7][8] we have focused our efforts on ensuring the
ethical treatment of study subjects and their personal data [9].

6. RESOURCES
All of our supporting material is publicly available via the project
Website at http://pd-net.org/ethics/. We envision the Website to
become not only a point for downloading and reusing the material
described above, but also to open up an exchange of templates,
experiences, and process improvements.

7. CONCLUSIONS
There is a clear trend towards multi-disciplinary, multi-site
research involving ethnographic observations and numerous user
studies. Such research offers new insights into how the
technologies we create can be used but also presents new
methodological challenges. In this paper we have described a
practical framework for tackling ethical and compliance issues.
Our framework has been developed within the context of several
years’ practical study of the use of pervasive display systems.
Such systems are inherently best studied “in the wild” and hence
we consider our framework to be particularly relevant to the
pervasive displays community. However, it is clear that other
research areas will have to tackle similar issues (e.g., social
networking research [10]) and we hope that our framework is
useful to a broad class of researchers, in particular given the
increased relevance of ethical processes in current [11] and future
funding schemes, such as the EU’s “Horizon 2020” program [12].
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A
ANNEX
E
Examples to illusstrate the docum
ments available att the web site

Figure 3: The Ethics
E
Primer offers
o
an introduction to ethica
al
issues and is mandatory rea
ading for new teeam members.

Figurre 5: The Inform
med Consent teemplate describes various
waays of obtainingg proper consen
nt from study su
ubjects.

Figure4: The Observational Studies templatte outlines how
d studies should
d be collected an
nd processed.
data for field

Figurre 6: The Workssheet is the entrry point for anyy new user
study,, linking to proccess templates aand requiring rresearchers
tto reflect on theeir study design
n and data hand
dling.

